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OO0mHe MoJIOKEeHHS

1.1. [lonoxxeHue o mopsiiKke OpraHU3allMd U TIPOBEJEHUH pabOT MO TEXHUYECKOH
3alllUTe IMepCOHaNbHBIX NaHHBIX B MKY JJO CILI Kamviwnoeckozo pauona (painee
COOTBETCTBEHHO — IIOJIOKE€HHE, OpraHW3alus) SBJISETCS OCHOBHBIM JOKYMEHTOM
IO 3alUTEe NEPCOHATBHBIX JaHHBIX, COAEPKAIMXCS B 6a3ax JaHHBIX, U ONPEAEIISeT el ,
NOPSANOK OpraHU3alliM, TUIAHWPOBAHUS W BBINOJHEHUS MEPONPHUITHH IO TEXHUYECKOM
3alllUTe NEePCOHAIbHBIX NaHHBIX. [IpM 3TOM cOCTaB MEpCOHANBHBIX JAaHHBIX MPEACTaBIIEH
B JIOKQJILHOM HOPMAaTUBHOM aKTe opranusanuu «llepedeHb nepcoHaIbHBIX JaHHBIX).

1.2. IlonoxxeHue pa3zpaboTaHO B COOTBETCTBUH C TpeOOBaHUSAMH 3aKOHOJATENIbCTBA
Poccuiickoit ®enepanyu B 4aCTH 3aIUTHI IEPCOHATBHBIX JaHHBIX.

1.3. TpeboBanusi HACTOAIIETO TOJNOXEHUS HaNpaBleHBl Ha MPENOTBPAIlEHHE
YyTE€YKH 3alluiiaeMol MHGOpMaIMK, HECAaHKIHOHMPOBAHHOI'O IOCTYyINa U CHEIHaIbHBIX
BO3JIEUCTBHI Ha HHGOPMAILIHIO.

1.4. OcHoBHBIE HampaBieHUss paboT 1Mo 3alIMTe MEPCOHAIBHBIX MaHHBIX
(manee — 3I1/In):

1) mpenoTBpalleHWe — HECaHKIHOHMPOBAHHOrO  JOCTyma K  HH(OpMaluH
U (WIK) Iepefayy ee JUIaM, He MMEIOIIUM MpaBa Ha I0CTYI K HH()OPMAIHH;

2) pa3paboTka M INpaKTH4ecKas pealu3aldsi OpPraHH3allMOHHBIX U TEXHUYECKUX
MEPOTIPHUATHH 110 3alIHTe:

uHopMaiy, obOpabGaTbiBaeMO#  CpeACTBaMM  BBIYMCIIMTELHOW  TEXHHUKH
(nanee — CBT);

MH(OpPMaIMK, BBIBOAMMOM Ha 3KpaHbl BHICOMOHUTOPOB;

HHQOpMaIUH, XpaHsIIeHcs Ha (U3NYECKHUX HOCHTENSX, B TOM YHCIIE, BXOISIINX
B COCTaB HH(OPMAIIMOHHOM CHCTEMBI IIEPCOHANBHBIX AaHHBIX (nanee — UCTI/IH);

3) cBoeBpeMeHHOe OOHapyxeHHe (AaKTOB HECAHKI[MOHHPOBAHHOIO IOCTYIa
K UH(OpMaIIUH;

4) mpemynpexaeHHe BO3MOXXHOCTH HEeOIAroNpHSTHBIX IMOCIEACTBHIA HapyLIEHHs
IOopsiiKa IOCTyNa K HH(OpPMaIuy;

5) HepomylleHHe BpEJOHOCHOTO BO3AEHCTBUSA HAa TEXHHYECKHE CpeJCTBa
06paboTku HHGOPMAIIHY, B pe3yiibTaTe KOTOPOro HapyIIaeTcs X GYHKIMOHUPOBAHHME,;

6) BO3MOXXHOCTh He3aMeJIUTETBHOTO BOCCTAHOBJICHHS uHbopMaIuH,
MOIMGHULMPOBAHHON WIM YHHYTOXKEHHOW BCJIEICTBHE HECAHKIMOHMPOBAHHOTO JIOCTYIIA
K Hei; '

7) TOCTOSHHBINA KOHTPOIB 32 06ecredyeHHeM yPOBHS 3alIUIEHHOCTH HH(BOPMAIHH.

1.5. OcHOBHBIE CIIOCOOBI U MEPHI 3ALIUTHI IIEPCOHANBHBIX JAHHBIX:

1) npusneyenune gunensumatroB @DCTOK Poccuun s BBITOTHEHHS paboT
10 TEXHUYECKOH 3alUTe MEPCOHANBHEIX JaHHBIX;

2) xareropupoBaHHe 06BEKTOB MH(OPMATH3AIINY;

3) NpOTHUBOAEHCTBHE yTEUKe MO TEXHHYECKHUM KaHallaM, HECAHKIIHOHHPOBAHHOMY
IOOCTYITy, IPOrPaMMHO-TEXHHYECKOMY BO3JEHCTBHIO C IENIbI0 HapyIIEHUS LEJIOCTHOCTH
u pocrynHoctH [1/IH B mponecce ee 06paboTKu, nmepeaayu U XpaHEHHUS;

4) TpUMEHEHHE aBTOMATH3HPOBAHHBIX CHCTEM B 3allUIIEHHOM HCIIONTHEHHH
a5t 06paboTku, XpaHeHus U nepenayn [1/1H;



3

5) ucmonp30BaHWe CepPTU(MUIMPOBAHHBIX cpeacTB 3ammTel IIJIH OT yTeuku
110 TEXHUYECKUM KaHallaMm;

6) ucnonab3oBaHUE cepTU(ULUPOBAHHBIX CpeAcTB 3allUTHI I11s
OT HecaHKIMOHKpoBaHHOTo noctyna (aanee — HCJI) u koHTponb Ux 3¢ HEeKTHBHOCTH;

7) arrectanus 06BEKTOB HHGOpPMATH3ALKMH 10 TPeOOBaHUAM HH(POPMALMOHHOU
6e301macHOCTH.

1.6. JIoMKHOCTHBIE JIMIIa, OTBETCTBEHHBIE 32 BBIIIOJHEHHE TPeOOBaHUH HACTOSAILETO
IIOJIOXKEHUS:

1) orBerctBeHHOCTh 3a 3IIJIH B oOpraHW3alM¥ HECeT pPYKOBOAUTENIb H BCE
COTPYAHHUKH, JOMyILIEHHbIe 10 paboThl C JaHHOW WHpOpPMaLUeH;

2) opraHM3allMOHHO-MeTOoAWYecKkoe  pyKoBoacTBO  paboramu 1no  3II[H,
BeIMONTHEHHEe pabor mo 3I1[JH ¥ KOHTpONb BBIMOJNHEHUS TpeOOBaHMM HACTOALIETO
NIOJIOXKEHHUsT BO3JIaraeTcs Ha OTBETCTBEHHOro 3a ofecneueHne HHPOPMALMOHHON
6e30macHOCTH (aAMUHUCTpATOPa HHGOPMALIMOHHOH 6€3011acHOCTH).

IMopsinok onpenesienus 3amumaeMon HHGpopMauu

2.1. YcnoBusi  oTHeceHuss HMHGOPMAlMM K  CBEIEHUSM, COCTABISIOIMIUM
KOMMEpPYECKYIO TalHY, CIy)KeOHYI0 TaliHy ¥ MHYIO TaiHy, 00j13aTeJIbHOCTh COOI0OaeHI
KOH(HIEHIIMAIbHOCTH TaKoW MH(OpPMAIIUH, a TAK)Ke OTBETCTBEHHOCTD 3a €€ pa3IiiallleHue
YCTaHABIIUBAIOTCS B COOTBETCTBHHM C 3aKOHOJATENLCTBOM Poccuiickoi Denepanum.

2.2.CBeleHuss O TIepPCOHAIBHBIX [JAHHBIX OIpeAesieHbl COOTBETCTBYIOLIMM
IIEPEYHEM, .. BBEJEHHbBIM B JEHCTBHE COOTBETCTBYIOIIMM paCIOPSAUTEIBHBIM aKTOM
OpraHM3allkH. , _

Opranu3zaiionHble ¥ TexHuueckue Mepomnpustus mo 3[1[IH ocymecTBistoTCS

Ha OCHOBE TpeOOBaHMI HOPMATHBHBIX IIPABOBBIX aKTOB U JJOKYMEHTOB B YKa3aHHO#H cdepe
JesTeNIbHOCTH.

IHopsinok npHBJIeYeHHs CNIENHATM3HPOBAHHBLIX CTOPOHHHX OpraHH3alMi
npu pa3paboTke H IKCIJIyaTallHH 00beKTOB HH(POPMATH3ALMH H CPEACTB 3aLHThI

3.1. Opranmzauus pabor mo 3I1/H, yeronnqecxoe PYKOBOJICTBO, pealu3aius
U KOHTpOIb 3a 3(dexkTuBHOCTEI0O Mep mno 3II/IH Bo3maraeTcss Ha OTBETCTBEHHOIO
3a obecnieueHue MHGOPMAIIMOHHON 0e30MacHOCTH (aAMHHUCTpaTOpa HH()OPMALMOHHON
6€30MacHOCTH). |

3.2. lna  BeimonHeHus Meponpusituid 1mo  3[IJ[H  Moryr mpuBIeKaTbCs
ClelMaIM3MpOBAHHbBIE OpraHMW3aluy, MMerolue cooTBeTcTByromue nuueHzun OCTOK
Poccuu n/unu ®CB Poccun.

3.3.IIpu BeInONHEHMH oOTHENBHBIX BHUAOB pabor mno 3I[IJIH ¢ mnpuBneueHHEM
CIICMATN3NPOBAHHBIX OpraHU3allMi HA3HAYalOTCA COOTBETCTBYIOIIME CIELHAMCTEIL,
OTBETCTBEHHBIE 32 OPraHU3ALMIO U IIPOBEJIeHNE TaHHBIX paboT.

3.4. IInanupyemeie Meporpustus no 3I1/JH pa3pabaTbiBaloTCs OTBETCTBEHHBIM
3a obecnieueHne MHGOPMAIIMOHHON 0€30MacHOCTH M BKIIFOYAIOTCS OTHENBHBIM pa3fielioM
B FOJIOBOM IUIaH MeponpUsTHit opranuzanuu mno 3I1/H.

Paznen nnana no 3I1/IH npeaycMaTpUBaeT CleAyIoIye MoApa3aerbl:
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Meporpustusi 1o  BeimonHeHuto pemeHud PCTOK  Poccum, mpuka3oB
¥ pacropshKeHUH BhlecTosme opranu3anuu no 311/1H;

OpraHu3alMOHHO-MeTouYeckoe obecreuenne pabor mo 3I1JIH (paspaborka,
KOPPEKTHPOBKa M COIIACOBAaHHE OPraHU3allMOHHO-METOAMYECKHX IOKYMEHTOB, ILIaHOB,
OTYETOB; ' COCTaBJIEHHWE 3aiBOK Ha TexHudeckue yctpoicrBa 3I1JIH; o6ydeHue
COTPYIAHHUKOB);

KOHTPOJIbHBIE MEPONIPUATHS (OLIEHKA JOCTATOYHOCTH NMPUMEHSIEMBIX MEP U CPEACTB
3[10H; >¢dexkTuBHOCT, MpuHEMaeMbix Mep 3I1/IH B opraHu3auuu; y4acTue B pabore
KOHTPOJIUPYIOIIUX OPTaHOB).

IMopsinok pa3paGoTku, BBOAA B IeHCTBHE H SKCILUTyaTallHH 00bEKTOB
HHopMaTH3ALHH

4.1. ITopsinok, w™metomsl u crocob6sl 3II/IH ompepenstoTcs HOPMAaTUBHBIMH
npaBoBbIMU aKkTaMu U JoKyMeHTaMu ©CB Poccun u @®CTOK Poccum.

4.2. locTaTOYHOCTh TPMHATBIX Mep 1m0 obecrnedyenuto 6GezonmacHoctu [1/IH
npu ee o6paboTKe B CHCTEMax OIIEHMBAeTCs INPH TPOBENEHHWM TOCYIapCTBEHHOTO
KOHTPOJIS U HaJ30pa. :

4.3. besonacHocts [1/1H npu ux o6paborke B UCII/IH obecnieunBaeTcs ¢ MOMOLIBIO
C3I1[IH, BxmOYarolledt OpraHu3allMOHHBIE Mepbl M CpeACTBa 3allUThl MH(OpMAIUH,
CpeACTBa INPENOTBpAIleHHs] HECAaHKIIMOHMPOBAaHHOTO [IOCTYIa, YTEYKH HHGOpMAIUU
110 TEXHUYECKMM KaHajlaM, MpPOTrPaMMHO-TEXHHYECKUX BO3JEHCTBUNH Ha TEXHUYECKHE
cpenctBa 06paboTku, a Takxke ucnonbsyemble B UCITIH uHGOpMaLlMOHHBIE TEXHOJIOTHH.
Texnuveckre ¥ MPOrpaMMHbIE CPEJICTBA JOJDKHBI YIOBIETBOPATH YCTaHABIMBAE€MBIM
3aKOHOZATenbCTBOM Poccuiickoit ®enepanu TpeGoBaHUSIM, 00eCIIeYMBAIONIMM 3alIUTY
uH(bOpMaITUH.

CpencrtBa 3amuTsel MHGOpMaIUKM, NpUMeHseMble B HH()OPMAIMOHHBIX CHUCTEMaX,
B YCTaHOBIICHHOM IIOPsKE TIPOXOMAT MPOLELYPY OLEHKH COOTBETCTBHS.

4.4. Oxcutyarauus C3I1[JH ¥ cpeAcTB 3allUTBl B €€ COCTaBe OCYIIECTBISAETCS
B COOTBETCTBMM C TEXHOJIOTUYECKHUM IIPOIECCOM M HMHCTPYKIUSAMH IO 3KCIUTyaTalliH
CPEICTB 3alllUTHI. ,

4.5. Jina obecnieuenus 3amutsl [1/11 npu skcmuryarauuu C3[1/JH 1 cpeAcTB 3alMThI
HeoOX0oIMMO COoOITIOIaTh ClIeAyIoLIHe TPeGOBaHUS: .

JOCTyll K 3amumaemMod uHpopmanuu Jswmn, paboratommx B UCIIIH
(monp3oBarenei, 06CITy)KUBAIOIIET0 MEPCOHAA), TOJDKEH MPOU3BOAUTHCS B COOTBETCTBUU
C MOPAKOM, YCTaHOBJIEHHBIM pa3pelIuTeIbHOW CUCTEMOM HOCTYIIa;

Ha nepuon ob6paborku II/lH B momemeHuH, rne pa3MeLIAIOTCS OCHOBHBIE
TEXHUYECKHE CpEICTBA M CHCTEMBI, MOTYT HAXOAMUTHCS TOJNBKO JIUIIA, IOIYIEHHbIE
B YCTaHOBJIEHHOM IOpsiike K oOpabarbiBaeMod WH(OpMAIMK, JOMYCK ApPYTHX
JIMIL JJ1 TIPOBEJCHUS HEOOXOOUMBIX MPO(HUIAKTUYECKUX HIIM PEMOHTHBIX paboT MOXeT
OCYWIECTBIIATECS B 3TO IIOMEUICHHE TOIBKO B TPUCYTCTBUM OTBETCTBEHHOI'O
.3a obecnieyeHre HGOPMAIIMOHHOMN 6€30IIaCHOCTH;

IpY pa3MeEIIEHUH B IIOMENIEHUN HECKOJIbKUX TEXHHYECKHX CPEACTB OTOOpaKEeHUs
MHGOpMAINH, JOJDKEH OBITh MUCKIIOUEH HECAaHKI[MOHHPOBAHHBIA MPOCMOTP BBIBOIMMOM
Ha HUX UH(pOpMaIuH; : '



B ClIy4ae  KOMIPOMETAIlMM  MapojbHOW  HMHGOpPMAalLMKM  OTBETCTBEHHBIH
3a obecreueHre WHGOPMAIIMOHHON 0€30MaCHOCTH JNOJKEH MPHHATH ONEpPaTUBHBIE MEPHI
IO 3aMeHe Tapojied W HICHTU(QUKATOPOB, a TaKKe WHHLMUPOBATh CIyxebHoe
paccieqoBaHHUe.

4.6. Bce wHocutenu II[lH  Ha | OyMaxXHOH, MAarHUTHOH, OINTHYECKOH
(MarHMTO-ONTUYECKOI) OCHOBE, HCMONb3yeMble B Tpolecce obpabotku [1/ln B UCII/IH,
MOJJIEXKAT YUETY.

4.7. BpeMEHHO He HCIOJIb3yeMble YYTEHHBIE HOCHTEIH HH(POPMALUU JOJIKHBI
XPaHUTBCS B CHENUAIbHO OOOpPYAOBAaHHBIX Ui 93TOr0 MECTaX, HEIOCTYIHBIX
I1s1 HOCTOPOHHMX JIHULI.

4.8. Ilepmonuyeckuid KOHTpOJIb BKJIIOYaeT B ceOs: KOHTPOJIb BBIOJIHEHHUS
opra’u3allMOHHbIX MepornpusaTuii no 3IIJIH B COOTBETCTBMM C TOAOBBIM ILIAHOM
MeporpusaTiii 1o 3II/[H; MHCTpyMeHTaNbHBIH KOHTPOJIb 3((GEKTUBHOCTH BHEAPEHHBIX
CpEICTB 3aIUTHI.

HMHCTpyMeHTanbHbIE ~ KOHTPOJb  MNPOBOOUTCS HE  peXxe  OOHOrO  pasa
B I'OJl C IPUBJIEYEHUEM HAa NOTOBOPHON OCHOBE OpraHU3allMi, MPOBOJUBIIMX ATTECTALIMIO
3THX OOBEKTOB MIIM APYTHUX OpPraHU3alUi, UMEIOIMX JUIEH3MIO Ha COOTBETCTBYIOIIHIA
BH]I JIeATEIbHOCTH.

HMHcTpyMeHTanbHbIH KOHTPOJb SIBISETCS 00A3aTeIbHBIM MPH BBOJE aTTECTOBAHHBIX
pabourx MeCT B IKCIUTyaTalllio; 0C/Ie YCTAHOBKH, PEMOHTA WM 3aMeHsl cpeacTs 3I1]1H;
IIpH U3MEHEHMH YCIOBHH 3KcIutyatauuu O, pazMeleHus TEXHUUECKUX CPEICTB.

1.9.11o pesynbraTaM KOHTPOJII COCTAaBISETCS aKT, B KOTOPOM OLIEHHBAeTCS
coctosiaue - C3I1/IH, yKka3bpIBalOTCS MMEIOIIMECS HApyIIeHHs W CPOKH HMX YCTpaHEHHS,
JlaeTcs 3aKJIFOYEHHUE. , '

PesyneraTel paboT MOKNAABIBAIOTCS PYKOBOIWTENIO OPraHM3allMd, KOTOPHIM
YTBEPXXAAET MpeACTaBIIIEMBIN aKT.

B cayd4ae wuMmeromuxcs cephe3HBIX HapylleHHH, paboThl Ha  0OBEKTe
MHGOPMaTU3aLUH IPHOCTAHABIMBAOTCS JI0 MX YCTPaHEHHS.

OTBeTCTBEHHOCTD AOJIZKHOCTHBIX JIHIY

5.1. JIO/KHOCTHBIMH JTMIIAMH, OTBETCTBEHHBIMH 32 OPTaHH3ALMIO U OCYILIECTBICHHE
MeponpusaTyi o 3I1/1H B opraHu3aliu sBIAIOTCS:

— PYKOBOAMTEIb OpraHU3AlINH; ‘

— OTBETCTBEHHBIH 3a  MH(QOpPMALMOHHYI0  6€30ImacHOCTh  OpraHH3al[HH
(amMuHHECTpaTOp MHPOPMALIMOHHOM 6E30IIaCHOCTH).

5.2. KoMneTeHMs pyKOBOAMTENS OpPraHU3alliM NPUMEHHMTENBHO K HAaCTOSIIEMY
IIOJIOKEHUIO:

OIpeJielisieT COTPYAHMKOB OPraHU3alluH, MpHUBIeKaeMbix K 3I1/IH;

yTBepXKaaeT NoKymeHThl o 3I1/1H;

IPUHUMAET pellleHre o puHaHcupoBaHuM pabot mo 3I1/1H;

NPUHUMAET peIlleHHe O IpeKpalleHHH paboT B Cilydyae BEHISBICHUS HapylIeHHH
TpeboBanmii mo 3I1/IH, a Takke 0 BO30GHOBIIEHHH paboT MOCIIE UX yCTPAHEHHS.

5.3. KoMnereHIMss  OTBETCTBEHHOr0 3a  HMH(OPMALHOHHYI0  ©€30MacHOCTh
OpraHM3aluH (8 AMHUHUCTPATOP HHHOPMALMOHHON 6E30MaCHOCTH):



OCYILECTBIISIET roJI0BOe TJITaHUPOBaHHE MEepOINPUSATHM OpraHu3aluu
1o 3I1/IH ¥ KOHTPOJIb 3a €ro BBINOJTHEHUEM;

opraHu3zyeT pa3paboOTKy © = BHeJApe€HHE HEOOXOJUMBIX OpraHU3alMOHHO-
TEXHHYECKHX MeponpusaTHii 1o 3[1/JH B opraHu3aluy;

IpEACTaBIISET Ha YTBEPKACHUE PYKOBOJUTENIO OpraHu3aluu J1oKyMeHThl 1o 3[1/1H;

oueHuBaeT 3PQeKTUBHOCTh npruHUMaeMbix Mep 1o 3I[1/IH U opraHusyer paboOTEI
I10 YCTPAHEHUIO BBISBICHHBIX HEIOCTAaTKOB;

(bopMHpYeT MpeUIoKEeHHs 110 YCTpaHeHUIo HeaocTaTkoB 1o 3I1/IH;

BBISIBJISIET HAapyIlIeHUs B TeXHOIoruu oopaborku I1/1H;

IPOBEPSET MPaBUIBHOCTh (YHKIIMOHUPOBAHUS CHUCTEM pa3rpaHUYeHHs IOCTyIa
K [1/I1 u Hanuuue cpencts 3ammThl [1/1H;

OCYILIECTBIIIET  JOKyMEHTallbHOE€  O(QOpMJIEHHE  INPOBOAMMBIX  3alIUTHBIX
MEPOIIPUSTHM;

OKa3bIBa€T METOAUYECKYIO IIOMOIIb COTPYAHMKAaM OpraHU3alMi M IPOBEACHUH
pabot mo 3I1/IH.

l'[epeqeﬂb JIOKQJIbHBIX HOpMaATHBHBIX aKTOB, He0OXOAHMBIX J1JIfl OpraHHU3allHH
pa60Tu IO 3alIMTEe NEPCOHABHBIX TAHHBIX

[lepeyeHb MepCOHANBHBIX JAHHBIX OPTraHU3allUH.

HHucTpykiys mnonb3oBarens WHGOOPMAIMOHHOW CHUCTEMBI MEPCOHANBHBIX TaHHBIX
OpraHU3alyH.

HHcTpyKuus no JeHCTBUAM MOJIh30BaTelNs B ClIyyae HeIITaTHOW CUTYaIHH.

HMucTpykius agMuHUCTpaTOpa HHYOPMAITMOHHON 6E30MIaCHOCTH.

VIHCTpyKLKs 0 apXUBalluy MHGOPMALMOHHEIX PECYPCOB CHCTEMBL.

HHCTpyKLUs 1O NOPSAAKY y4eTa U XpaHeHHsI CheMHBIX HOCHTENEH.



